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1. Atostek ID software description

Atostek Oy is a Finnish software company founded in 1999, specializing in healthcare and medical
applications, industrial product development, and IT consulting for the public sector. Atostek's products
include the Atostek ID card reader software and the Atostek ERA system.

Atostek ID will be offered as the official card reader software by the Digital and Population Data Services
Agency starting in 2024. The software is intended for use with the certificate cards issued by the Digital
and Population Data Services Agency. Using the software with cards, various operations such as digital
authentication and digital signatures can be performed via multiple interfaces and modules.
Additionally, the software supports certificate card activation, PIN handling, and viewing card
information. Alongside the Atostek ID application, the software includes the Atostek ID Minidriver,
Atostek ID TokenDriver, Atostek ID PKCS#11 modules, and the Atostek ID AD registration service.
Furthermore, Atostek ID supports the issuance of backup cards by the Digital and Population Data
Services Agency. In addition to the aforementioned functions, Atostek ID offers compatibility with the
Atostek ERA system via the erasmartcard.ehoito.fi interface. Atostek ID was previously known as ERA
SmartCard.

Installation packages and documentation for the Atostek ID software can be downloaded from both the
website of the Digital and Population Data Services Agency and Atostek’s own driver download page.
The Digital and Population Data Services Agency will generally announce software updates. Atostek will
inform its contractual customers about updates according to specific agreements. In the event of errors
or issues, individuals and organizations that have obtained software access through the Digital and
Population Data Services Agency should primarily contact the support of the Digital and Population Data
Services Agency (1st line support), which will forward requests to Atostek if necessary (2nd line support).
Atostek's contractual customers should contact Atostek support directly in case of errors or issues,
according to the terms of their agreement. The Digital and Population Data Services Agency and Atostek
will inform about specific issues related to the software if necessary.

The Atostek ID software and its user guides have undergone accessibility evaluations in accordance with
the WCAG 2.1 and 2.2 standards. The accessibility statement can be found on the website of the Digital
and Population Data Services Agency alongside the driver downloads. The software undergoes security
audits at regular intervals as agreed between Atostek and the Digital and Population Data Services
Agency. The audit report will be made available on the website of the Digital and Population Data
Services Agency alongside the driver downloads after the audit. Atostek ID is also part of the annual
audit of the ERA system. The development of Atostek ID software is also guided by Atostek’s 1ISO 9001
certified quality system.

The functionality of the Atostek ID card reader software is not guaranteed if other similar card reader
software is installed on the workstation.

For inquiries related to further development and additional features of the software, please contact
Atostek directly (for Atostek's contractual customers) or the Digital and Population Data Services
Agency.
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2. Before use and how to start using Atostek ID

This chapter introduces the Atostek ID application. In addition, the requirements for using the
application are explained and instructions are given on how to install the Atostek ID application on an
macOS machine. The Atostek ID application supports all versions of macOS maintained by Apple.

2.1. What is Atostek ID?

Atostek ID is card reader software used with certificate cards issued by the Digital and Population Data
Services Agency. These cards include professional, personnel and operator cards for social welfare and
healthcare, organization cards, related backup cards, and citizen certificate cards (identity cards). The
cards can be used for digital authentication and digital signatures in services and applications compatible
with the software. In addition, the software supports certificate card activation, PIN handling, and
viewing card information.

2.2. What do | need to use Atostek ID?

Atostek ID is compatible with the macOS operating system. Check the latest list of supported macOS
versions from the website of Digital and Population Data Services Agency https://dvv.fi/en/card-reader-
software or from Atostek’s own driver download page https://downloads.ehoito.fi before installation.

Note! If you are using a Windows or Linux (Debian, Red Hat) operating system, see the user guide for
that operating system.

Note! Separate installation instructions are available for the software, detailing each step of the
installation process.

To use a certificate card with Atostek ID software, you will need a card reader and a card reader driver
in addition to the program. The card reader driver is usually already included in the operating system. If
the driver is not found or requires an update, you can download the necessary installation packages
directly from the card reader manufacturer's website. Atostek ID supports card readers compliant with
the PC/SC specifications.

Atostek ID supports web browsers Microsoft Edge, Mozilla Firefox, Apple Safari, and Google Chrome,
specifically the versions currently supported by the browser vendors. Older versions of these browsers
are not systematically tested. Atostek ID supports email applications Outlook, Apple Mail, and
Thunderbird for encryption and signing. The software also supports Adobe Acrobat and PDF-XChange
for signing PDF documents. Atostek ID is available in Finnish, Swedish, and English.

2.2.1. Installing Atostek ID

To install Atostek ID, follow instructions below:

1. Go to the page https://dvv.fi/en/card-reader-software or https://downloads.ehoito.fi.
2. Select the driver for the correct operating system and download it.
3. Follow the installation instructions. If necessary, consult the Atostek ID installation guide.



https://dvv.fi/en/card-reader-software
https://dvv.fi/en/card-reader-software
https://downloads.ehoito.fi/
https://dvv.fi/en/card-reader-software
https://downloads.ehoito.fi/
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Figure 1. Atostek ID application.
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After installation, the Atostek ID application can be found in the macOS menu bar. To view the
application menu, right-click the Atostek ID icon (Figure 1). The program's logo is red if no card readers
are connected. The logo is yellow if no cards are connected. The logo is green if a card is connected, and
its information has been successfully read. The logo also indicates situations where reading the card
information is in progress or the program is in an erroneous state.

If you receive error messages from the Atostek ID application immediately after installation, please
check that you do not have another smart card reader software installed at the same time. The earlier
card reader software from the Digital and Population Data Services Agency may interfere with the
operation of the Atostek ID software if both are used simultaneously.

The application is then fully ready for use.

2.2.2.  Uninstalling Atostek ID

When you install Atostek ID, a separate uninstaller application is also installed. To remove Atostek ID,
locate and open Uninstall Atostek ID.app in your Applications folder, then enter your password when
prompted.

2.3. Activating the smart card

Activate the smart card according to the following instructions:

1. Connect the card reader to the computer and insert the smart card into the reader.

2. If the card has not been activated before, the application will show the activation window
automatically. The card only needs to be activated once. If the activation window is not shown,
select "Activate card" from the application menu.

3. In the window that opens (Figure 2), enter the activation code number (PUK) stated in the code
letter delivered with the card.

4. Set the PIN for the authentication certificate (PIN1) and the PIN for the signing certificate (PIN2).
The window will specify the maximum and minimum lengths of the PINs. After this, you may click
OK. The success or failure of the activation will be indicated in a separate window.
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[ ] ] Atostek ID

Activate card

Activation PIN (PUK):

|

New PIN1 (length 4-8):
Verify new PIN1:

Mew PINZ (length 4-8):

Verify new PINZ:

Cance
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Figure 2. Activating the smart card

Note that both the PIN1 and PIN2 must be set to activate the smart card. The minimum and maximum
lengths of the card's PINs vary depending on the card type and card generation, so the required lengths
may differ for your various cards. You need to activate the smart card only once. If you have activated
the smart card on another device, you do not need to activate the card again.

Note also that the smart card cannot be activated using an NFC reader, since to establish a secure NFC
connection between the card and the reader, the PIN1 code of the smart card must be entered.

Note! Entering the activation code number incorrectly five times in a row will lock the activation code
number. After this, the card can no longer be activated or locked PIN codes unlocked. Previously set PIN
codes and their associated signatures will still work, even if the activation code number is later locked.
The activation PIN cannot be unlocked; obtaining a functioning activation code number requires
ordering a new card. The program shows a warning each time the activation PIN is entered incorrectly
and displays the number of remaining attempts before the PIN is locked.
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3. Digital authentication and digital signature

This chapter describes how you can use the Atostek ID application to perform authentication to a
compatible service using your smart card. In addition, this chapter explains how to create a digital
signature using the Atostek ID application. Please also refer to the user instructions for the service or
application you are using for authentication or performing a signature, if necessary.

This chapter provides a more detailed description of some of the most common use cases related to
authentication and signing. Not all possible services are described in this guide, and not all the use
cases described here apply to all users. This chapter focuses solely on the functionality of authentication
and signing. The next chapter will provide a more detailed overview of the software's other
functionalities.

3.1. User authentication

The Atostek ID application can be used to authenticate the user when logging into a compatible service.
To authenticate the user, the PIN1 code of the smart card must be entered.

To perform the authentication, insert the smart card into the reader, check that the Atostek ID
application is running (Figure 1) and start logging into the compatible service. The service provider
provides more detailed instructions for logging in. The service calls the Atostek ID application, after
which Atostek ID requests the PIN1 code from the user (Figure 3). When prompted for the PIN, you may
also see the standard macOS PIN window (without the Atostek and Digital and Population Data Services
Agency logos). The PIN windows differ slightly depending on which interface is used for the
authentication. If the certificate card is about to expire within two months, Atostek ID will inform you of
this during authentication.

r |
[ ] [ ] Atostek ID

Enter PIN1:

|

DIGITAL AND POPULATION
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Figure 3. Authenticating the user using PIN1 code. During authentication, the standard macOS PIN window may also be
shown.
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3.1.1. mTLS authentication

Authentication can be performed using the card's authentication certificate via mTLS (mutual TLS) in the
browser. In this case, the Atostek ID Minidriver module is utilized, which automatically installs with the
installation of the macOS version of Atostek ID. More details about the Atostek ID Minidriver module
can be found in the Atostek ID software integration guide.

This type of authentication is used, for example, in public administration service portals (suomi.fi
authentication). To authenticate with the service, connect the card reader to your computer, insert the
card into the reader, and begin authentication in the browser. You will be prompted for the card's
authentication certificate PIN, or the card's PIN1 code. After this, the authentication will be complete,
and you will be directed to the service. In case of issues, first refer to chapter 5 of this guide, where
solutions to common problems are described.

3.1.2. Authentication via the SCS interface

Authentication can also be performed, for example, by utilizing the SCS interface (Signature Creation
Service) of the Atostek ID application. SCS is an HTTPS interface defined by the Digital and Population
Data Services Agency, specifically used for web services during authentication. The SCS interface is
utilized by, for example, many patient information systems.

The use of the SCS interface is not particularly visible to the user when using the application. To
authenticate, you need to connect the card reader to your computer and the card to the reader. After
this, you can start the authentication process with the system. At this point, Atostek ID will ask you to
select the certificate to be used for authentication. Once the certificate is selected, you will be prompted
to enter the corresponding PIN code. After this, the authentication will be complete, and you will be
directed to the service.

3.1.3.  Using Atostek ERA

Please note that this use case is intended only for social and healthcare users who are registered to
use the ERA system. If your organization has not instructed you to use Atostek’s ERA system or if you
are a citizen user (using an identity card), this use case does not apply to you. In such cases, you can
skip this section of the instructions. You are not required to log in to the ERA system unless you have
been specifically instructed to do so.

You can login to Atostek's ERA service using the Atostek ID application. Navigate to the ERA system login
page with your browser or select “Log in to ERA" from the application menu to open the login page in
your default browser. Note that this option is only visible if the option “Show ‘Log in to ERA’ in pop-up
menu” is enabled from the settings. This option can also be used to log into ERA when the default ports
cannot be opened, because the feature opens the login page with the port information of the Atostek
ID application. Such a situation can occur, for example, when several users are logged on to the same
computer.

Successful authentication to the ERA system requires that you have been configured in the system
beforehand. When authenticating, the card reader must be connected to the computer and the card
must be in the reader. Once the authentication process has started, Atostek ID will prompt you for the
card's PIN1 code. If authentication is successful, you will be directed to the service.

10
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The ERA system uses the erasmartcard.ehoito.fi interface of the Atostek ID application. You can test the
functionality of the interface by opening the application menu and selecting “Diagnostics”, then “Open
Atostek ID test site”. This will open the interface test page in your default browser, displaying “Test page
loaded OK.”

3.2. Digital signature

With Atostek ID, the user can use the signing certificate of their certificate card to create a digital
signature for a compatible service. During signing, the user must enter the PIN2 of their card.

To create the digital signature, insert the card into the card reader, connect the reader into the
computer, and check that the Atostek ID program is running (Figure 1). If necessary, check the
instructions of the service or application on how the digital signature is performed in the service or
application in question. During signing the service or application calls the Atostek ID application, after
which Atostek ID requests the PIN2 code from the user (Figure 4). When prompted for the PIN, you may
also see the standard macOS PIN window (without the Atostek and Digital and Population Data Services
Agency logos). The PIN windows differ slightly depending on which interface is used for the
authentication.

[ ] [ ] Atostek ID
Signing following documents:
Uusi Iadkemaardys: Burana 400mg

Ladkemaarayksen korjaus: Somac 40mg
Ladkemaarayksen mitatdinti: Lipolan 200g

Enter PIN2:

|
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Figure 4. Electronic signature with PIN2 code. During signing, the standard macOS PIN window may also be shown.

11
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3.2.1.  Signing of PDF documents (Adobe Acrobat)

A PDF document can be signed using the Adobe Acrobat application. In this case, the Atostek ID
Minidriver module is utilized. The module is automatically installed with the installation of the macOS
version of Atostek ID. More details about the Atostek ID Minidriver module can be found in the Atostek
ID software integration guide.

When signing with Adobe, select the document to be signed and choose to use the certificate from the
tools menu. You can select digital signing from the menu that opens, at which point you will need to
draw your signature in the desired location on the document using your mouse. After that, you will be
prompted to select the certificate to be used. Once you have selected the certificate, you must enter
the PIN code for the certificate in the window that opens. After this, the card will perform the signing,
which will be attached to the document.

3.2.2.  Signing via the SCS interface

Signing can also be performed, for example, by utilizing the SCS interface (Signature Creation Service) of
the Atostek ID application. SCS is an HTTPS interface defined by the Digital and Population Data Services
Agency, specifically used in web services during signing. The SCS interface is utilized by, for example,
many patient information systems.

The use of the SCS interface is not particularly visible to the user when using the application. For signing,
you need to connect the card reader to your computer and the card to the reader. After this, you can
start the signing process. At this point, Atostek ID will ask you to select the certificate to be used for
signing. Once the certificate is selected, you will be prompted to enter the corresponding PIN code. After
this, the signing is complete, and the signature will be passed from the application to the service that
requested it.

3.2.3.  Signing in the Atostek ERA system

Please note that this use case is intended only for social and healthcare users who are registered to
use the ERA system. If your organization has not instructed you to use Atostek’s ERA system or if you
are a citizen user (using an identity card), this use case does not apply to you. In such cases, you can
skip this section of the instructions. You are not required to log in to the ERA system unless you have
been specifically instructed to do so.

You can perform a signing operation, such as the signing of a prescription, in Atostek's ERA service using
the Atostek ID application once you have authenticated yourself in the system. When signing, the card
reader must be connected to the computer and the card must be in the reader. Once the signing process
has started, Atostek ID will prompt you for the card's PIN2 code. After this, the card will perform the
signature and pass it to the ERA system.

The ERA system uses the erasmartcard.ehoito.fi interface of the Atostek ID application. You can test the
functionality of the interface by opening the application menu and selecting “Diagnostics”, then “Open
Atostek ID test site”. This will open the interface test page in your default browser, displaying “Test page
loaded OK.”

12
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4. Features

This chapter introduces the main features of the Atostek ID application. They include, for example,
changing and opening access (PIN) codes. In addition, the settings related to the application are
presented with instructions on how to change them.

4.1. Starting and shutting down

The Atostek ID application starts automatically after you have installed the application and logged into
the operating system. You can turn off automatic starting in the application’s settings.

When you wish to close the application, select "Quit" from the application menu. This will completely
shut down the Atostek ID application. There is usually no need for this, and after this you can no longer
log in to the services or create signatures through, for example, the SCS interface or the
erasmartcard.ehoito.fi interface until the program is restarted. The program can be found in the start
menu under the name "Atostek ID" and can be restarted from there if necessary.

4.2. Application information and user guide

Information about the Atostek ID application, such as the version number and the ports used by HTTPS
servers, can be found in the application's About view. This can be accessed by selecting “About” from
the application's menu. The version number is displayed at the top of the window. Open and closed
ports, as well as certificate-related information, pertain to the erasmartcard.ehoito.fi interface.
Additionally, the view indicates whether a connection can be established to port 53952 of the SCS
interface. A connection cannot be made if another application is reserving the port. This can occur, for
example, if DigiSign card reader software is installed and running on the computer, as it opens its
corresponding service on that port. Issues with the SCS interface port will also be indicated in the Atostek
ID application's logo as a triangle with an exclamation mark.

The user guide can be accessed through the application by selecting “Show User’s Manual” from the
menu. The user guide opens in the application's language (Finnish, Swedish, or English). Software user
guides, installation instructions, and other documentation can also be downloaded from both the Digital
and Population Data Services Agency's card reader software page and Atostek's own driver page.

4.3. Changing PIN codes and unlocking locked codes

You can change PIN codes by selecting "Change PIN1" or "Change PIN2" from the application menu and
entering the current PIN code and the new PIN code twice (Figure 5).

You can open locked PIN codes by selecting "Open PIN1 code with PUK code" or "Open PIN2 code with
PUK code" from the application menu and entering the PUK code and the new PIN code twice (Figure
6). The PUK code is provided with the certificate card.

The card can also be activated through the “Activate card” option in the menu. The application prompts
the user to activate the card when a non-activated card is inserted into the reader, which means the
user does not need to trigger the activation themselves through the menu.

13
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Note! While processing PIN codes, the certificate card must be present in the reader. Both PIN1 and
PIN2 codes must be opened for the card to be activated. Activating the card will also open both PINs.

Note! Entering the activation code number incorrectly five times in a row will lock the activation code
number. After this, the card can no longer be activated or locked PIN codes unlocked. Previously set PIN
codes and their associated signatures will still work, even if the activation code number is later locked.
The activation PIN cannot be unlocked; obtaining a functioning activation code number requires
ordering a new card. The program shows a warning each time the activation PIN is entered incorrectly
and displays the number of remaining attempts before the PIN is locked.

=1
’—. [ ] Atostek ID '. [ ] Atostek ID 1
Change PIN1 Unlock PIN1
Old PIN: PUK:
I |
New PIN (length 4-8): New PIN (length 4-8):
Verify new PIN: Verify new PIN:
DIGITAL AND POPULATION DIGITAL AND POPULATION
DATA SERVICES AGENCY DATA SERVICES AGENCY
| N o ks 4

Figures 5 and 6. Changing and unlocking the PIN1 code.

14
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4.4. Readers and cards

Connected card readers and cards can be viewed by selecting “Readers and Cards” from the application's
menu. In the window that opens (Figure 7), the card readers connected to the computer are listed
vertically on the left side. For NFC readers, two different readers will appear in the listing if the reader
has both an NFC and a standard USB reader (contact reader) separately. You can select a reader as active
by clicking its name in the left-side list of the window.

Once a reader is selected, information about the card connected to the card reader is displayed on the
right side of the window, including the name details and expiration date. The window also shows the
certificate chain of the card presented in a tree-like structure, from the root certificate through
intermediate certificates to the user's certificates. Related to the user's certificates, both the public part
of the certificate and the corresponding private key are displayed. The public parts of the certificates
can be opened or saved by right-clicking the certificate in the view. This will open an additional menu
with the options “Open” and “Save As...”. Additionally, the validity of certificates can be checked by
selecting “Validity check”. This checks the certificate’s expiration date and revocation lists (CRL, OCSP).

[ ] [ ] Atostek ID — Readers and cards

Identiv uTrust 2700 R Smart Card Reader Card info

Name: Sanna-Maria Parkkonen

Register number: 00003023751

Label: Ammattikortti

Manufacturer: VRK-FINEID

Serial number: 18924800018400995434
Valid until: 26. May 2025

Certificate chain:
VRK TEST Root CA - G2
™ WRK TEST Root CA - G2
™ VRK TEST CA for Social Welfare and Health
User's certificates:

_- Authentication and encryption certificat]

~ private key

™ Ssignature certificate Save As...
“ Private key Validity check

DIGI- JA VAESTOTIETOVIRASTO
MYNDIGHETEN FOR DIGITALISERING OCH BEFOLKNINGSDATA
DIGITAL AND POPULATION DATA SERVICES AGENCY

Figure 7. Readers and cards view

15
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When using the NFC reader, the user is prompted for the card's PIN1 code when the card is brought to
the reader. The PIN is used to establish a secure NFC connection. If the card is removed from the NFC
reader, the user has 10 seconds to bring the card back before the PIN1 code must be entered again to
re-establish the connection.

The Atostek ID TokenDriver saves the user's certificates to the macOS keychain if the card in the reader
is paired with the user of the macOS device.

4.5. Settings

You can edit the application settings by selecting "Settings" from the application menu. With the settings
(Figure 8) you can, for example, change the application language and modify the displayed notifications
and commands related to the program. Please note that the changes will only take effect after saving.
The settings are detailed in their own subsections.

(] Atostek ID - Settings

Language English e

Motify when updates are available.
MNotify when only partial connection to browser is available.
Show "Login to ERA" in popup menu.
Start Atostek ID on boot.
Enable MIFARE chip read and write functionality.
# Allow logging.
Turn on debug logging.

0 seconds to wait for reader and card to be inserted.

0 automatic login retries (0-5).

Register erasmartcard:f/ protocol

Timestamp server address:

Custom login command:

Custom launch commands

Id Title Command URL Add row

Set SCS server certificate as trusted in Firefox Open SCS server certificate download page

Save

Cancel

Figure 8. Application settings.
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45.1. Language

The "Language" setting allows you to change the language of the Atostek ID application. The languages
supported at the moment are Finnish, Swedish, and English.

4.5.2.  Notify when updates are available

The "Notify when updates are available" setting can be used to enable Atostek ID notifications of new
available versions. When enabled, Atostek ID will send a separate notification that a new version is
available for download and installation.

4.5.3.  Notify when only partial connection to browser is available

The "Notify when only partial connection to browser is available" setting can be used to enable Atostek
ID notifications about a partial connection when the application’s erasmartcard.ehoito.fi interface
cannot connect to default ports and the system being used must be opened using Atostek ID launch
commands. This setting concerns only the usage of the erasmartcard.ehoito.fi interface.

454, Show “Login to ERA”in pop-up menu

The "Show ‘Log in to ERA’ in pop-up menu" setting can be used to hide or display the ERA login link in
the application menu. Please note that the use of the ERA system applies only to social and healthcare
users who are configured to use the ERA system.

4.5.5. Start Atostek ID on boot

The “Start Atostek ID on boot” setting can be used to enable or disable the automatic starting of the
application. Changing the setting requires admin privileges, which are requested from the user after
saving the settings. The application will close while the setting is changed and automatically start up
again afterwards.

4.5.6. Enable MIFARE Chip Read and Write Features

The “Enable MIFARE chip read and write functionality” setting will display an option “Mifare” in the
application menu, which opens a separate management view for the MIFARE chip. Please refer to the
MIFARE chip reading and writing instructions before attempting any reading or writing. You will need an
NFC reader for handling the chip.

45.7. Allow logging

With the “Allow logging” setting, the logging done by the application can be disabled. Disabling logging
does not remove prior logs, but prevents the logging of new entries.

4.5.8. Turnondebug logging

The "Turn on debug logging" setting allows you to choose whether DEBUG level log messages are logged
in the error log or only INFO, WARNING and ERROR level log messages.
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4509, Seconds to wait for reader and card to be inserted

The "Seconds to wait for reader and card to be inserted" setting allows you to specify the number of
seconds during which an unconnected reader or card should be connected after login has started via the
erasmartcard.ehoito.fi interface. When the value is set to 0, login fails immediately if the reader or card
is missing. The maximum value for the setting is 120 seconds. This setting concerns only the usage of
the erasmartcard.ehoito.fi interface.

4.5.10. Automatic login retries (0-5)

The "Automatic login retries (0-5)" setting allows you to define how many times the login is
automatically retried if the login fails due to the Alcor Micro reader when the erasmartcard.ehoito.fi
interface is in use. When the value is set to 0, each retry attempt is asked separately (however, no more
than three times in total). This setting concerns only the usage of the erasmartcard.ehoito.fi interface.

4.5.11. Register erasmartcard:// -protocol

The "Register erasmartcard:// -protocol” button allows you to register the erasmartcard:// -protocol
for the Atostek ID application. More information can be found in the installation guide. Changing the
setting requires admin privileges, which are requested from the user after saving the settings. The
application will close during the change of the setting and then automatically start up again. This setting
concerns only the usage of the erasmartcard.ehoito.fi interface.

4.5.12. Timestamp server address

In the “Timestamp server address” field, you can define the timestamp service used to retrieve
timestamps for higher-level signatures (e.g., signing a PDF document through the application
at PAdES standard levels B-T, B-LT, B-LTA). The timestamp service address is specified wholly,
e.g., https://timestampservice.fi/ts. Please note that the example timestamp service provided is not a
real service. Use your organization’s recommended timestamp service.

4.5.13. Custom login command

The "Custom login command" field can be used to define a browser that you want to open instead of
the default browser when a launch command without a separately defined command is executed. The
browser is defined as: "<Path to browser .exe file> {URL}”, for example "/Applications/Google
Chrome.app/Contents/MacOS/Google Chrome" {URL}.

4.5.14. Custom launch commands

The "Custom launch commands" section can be used to add new launch links to the Atostek ID menu
that can be used to open a system that utilizes Atostek ID and convey the port information of the
application. This is especially important in Citrix and RDP environments.
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In the launch command attributes, the identifier of the command (ld) is the value with which the launch
command can be used, for example, in a command line launch.

In the launch command attributes, the title field is used to define the text that displays in the application
menu.

In the launch command attributes, the command field is used to define the browser that you want to
open with the command. The format is the same as in the custom login command.

In the launch command attributes, the URL field contains the target URL. The port of Atostek ID can be
entered using {PORT} embedding. At launch, Atostek ID replaces the {PORT} text with the actual port
where Atostek ID is connected to.

Example of a launch command:

"Id": edemo

"Title": Login to edemo service
"Command": "/Applications/Google Chrome.app/Contents/MacOS/Google Chrome" {URL}
"URL": https://edemo.atostek.com/

4.5.15. Set SCS certificate as trusted in Firefox

The ”Set SCS server certificate as trusted in Firefox” button allows you to add the self-generated CA
certificate of the SCS interface as trusted in Firefox. This setting concerns only the usage of the SCS
interface.

4.5.16. Open SCS server certificate download page

The "Open SCS server certificate download page” button allows you to open the SCS interface page
where you can download the CA certificate. The page also contains instructions on how to manually set
the certificate as trusted in Firefox. This setting concerns only the usage of the SCS interface.

4.5.17. Settings file parameter CLEANCERTSTOREONCARDREMOVAL

You may use the setting parameter “CLEANCERTSTOREONCARDREMOVAL” directly in the application’s
settings file ("/Users/<username>/Library/Application Support/Atostek Oy/Atostek ID/AtostekID.ini").
The value “true” in the setting clears the certificates of the user’s card from Windows’ certificate store
when the card is removed from the reader. The value “false”, in turn, preserves the certificates in the
store. Please note that the settings file must be saved, and Atostek ID must be restarted after changes
for the settings to take effect.
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4.5.18. Settings file parameter EXCLUDEDREADERS

You may use the setting parameter “EXCLUDEDREADERS” directly in the application’s settings file
("/Users/<username>/Library/Application Support/Atostek Oy/Atostek ID/AtosteklID.ini"). Give the
setting a string-form list of readers (Readerl, Reader2, Reader3) that you want to remove from use.
Atostek ID will then ignore the cards in these readers. If the reader name in the “Readers and cards”
view ends with extra numbers, exclude them when configuring the setting. For example, if the reader
name in the view is “Windows Hello for Business 0”, use the string “Windows Hello for Business” in the
setting. The setting supports wildcard characters * (matches one or more characters) and ? (matches a
single character). For example, the value ExcludedReaders=ACS* will hide all readers whose name begins
with the string “ACS”. Please note that the settings file must be saved, and Atostek ID must be restarted
after changes for the settings to take effect.

4.5.19. Settings file parameter EXCLUDEDCARDTYPES

You may use the setting parameter “EXCLUDEDCARDTYPES” directly in the application’s settings file
("/Users/<username>/Library/Application Support/Atostek Oy/Atostek ID/AtosteklID.ini"). Give the
setting a string-form list of card types that you want to reject. The allowed types are ORGANISATION
(organization cards), PROFESSIONAL (professional cards for social welfare and healthcare), PERSONNEL
(personnel cards for social welfare and healthcare), IDENTITY (citizen certificates). Please note that the
settings file must be saved, and Atostek ID must be restarted after changes for the settings to take effect.

4.5.20. Settings file parameter ERRORLOGPATH

You may use the setting parameter “ERRORLOGPATH” directly in the application’s settings file
("/Users/<username>/Library/Application Support/Atostek Oy/Atostek ID/AtostekID.ini"). Give the
setting the path to which the application’s error log should be written. The path can be for example
“ErrorLogPath=/var/log/atostekid/AID.log” If the path is erroneous or it does not exist, the application
will continue to write the logs to the default location. Please note that the settings file must be saved,
and Atostek ID must be restarted after changes for the settings to take effect.

4.5.21. Settings file parameter ALLOWEDBROWSERLESSANDFORWARDDOMAINS

You may use the setting parameter “ALLOWEDBROWSERLESSANDFORWARDDOMAINS” directly in the
application’s settings file ("/Users/<username>/Library/Application Support/Atostek Oy/Atostek
ID/AtostekID.ini"). The “ALLOWEDBROWSERLESSANDFORWARDDOMAINS” parameter is used with the
erasmartcard.ehoito.fi  interface when performing browserless login, browserless signing, or
/ForwardMessage requests to destinations other than Atostek ERA or Edemo systems. The systems
era.ehoito.fi and edemo.atostek.com are automatically allowed external addresses for these requests.
If you want to add additional allowed addresses for production or testing purposes, specify the allowed
addresses in the parameter, e.g., “AllowedBrowserlessAndForwardDomains=era.ehoito.fi,
edemo.atostek.com, edemob.atostek.com”. Please note that the settings file must be saved,
and Atostek ID must be restarted after changes for the settings to take effect.
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4.6. Updating

You can update Atostek ID by selecting "Update" from the application menu. Atostek ID first checks for
updates and then displays the update status (Figures 9 and 10). If there are updates and you want to
update the application to the latest version, select "Yes"” in the window shown in Figure 10. The
application will download and install the latest version (Figures 11 and 12).

Note! Updating the application requires administrator rights, which are requested from the user
automatically.

® ¢
No updates available.
' Update to version 4.2.0.0?
L ]

Figures 9 and 10. Status of updates when updates are not available and when updates are found.

osascript

osascript wants to make changes.
ece Enter your password to allow this.

Downloading Atostek ID update.

Cancel

Figures 11 and 12. Downloading and installing updates.

21



ATOSTEK
‘ DIGITAL AND POPULATION
DATA SERVICES AGENCY
Atostek ID macOS 4.4 User Guide v1.0

4.7. Signing documents via the application

In addition to Adobe Acrobat application, PDF and PDFA documents can also be signed directly via the
Atostek ID application. The signature is compliant with the PAdES standard. The signature level (B-B, B-
T, B-LT, B-LTA) is the highest possible the application can produce. This depends, for example, on
whether the application has been configured with a timestamp service address via settings. In addition
to the PAES standard, the application also supports CAdES (B-B), JAdES (B-B), XAdES (B-B), and ASiC-E
(B-B, B-T, B-LT) signature formats (detached signatures) for other document types.

To create a signature, open “Sign Document” from the application menu. Then, in the window that
appears (see Figure 13), select the signature type and browse your computer to find the document to
be signed.

[ ] @ Atostek ID - Sign docu...

Choose signature type

PAdES (PDE/PDE-A) s

Attach a document to be signed

Browse

Cancel

Figure 13. PDF document signing in the Atostek ID application.
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When the signing process begins, the user is first prompted to select the certificate to be used for the
signature. Once the certificate is chosen, the user is asked for the corresponding PIN code. After entering
the code, the card performs the signing, and the signature is attached to a copy of the original document,
with the text “_signed” added to the end of the file name. The application will then inform whether the
signing was successful or not.

4.8. Email encryption and signing

Emails can be encrypted and signed in Apple Mail using the certificates from the certificate card. In this
case, macOS utilizes the Atostek ID TokenDriver module, which is automatically installed with the macOS
version of Atostek ID. More details about the Atostek ID TokenDriver module can be found in the
integration guide for Atostek ID software. Please also refer to Apple Mail's own documentation on email
encryption and signing if needed.

The certificate card must first be activated in the Apple Mail application. After this, you can use your
card for encrypting and signing emails. To send an encrypted email to another person, you must have
the recipient's public key attached to their contact information.

4.9. Workstation login

Authentication to the macOS workstation can be done using the authentication certificate from the
certificate card. In this case, macOS utilizes the Atostek ID TokenDriver module, which is automatically
installed with the macOS version of Atostek ID. More details about the Atostek ID TokenDriver module
can be found in the integration guide for Atostek ID software.

Once the driver is installed, the card reader is connected to the machine, the card is in the reader, and
the user's card data is paired with the macOS user, the user must log in to their workstation using the
certificate card. In the macOS login screen, instead of a password, the user is prompted for a PIN code
(see Figure 14). When logging in, the PIN1 code of the card must be entered.
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-

Mika Makela

PIN

Tama tietokone on Atostek Oy:n omaisuutta. This computer is property of Atostek Ltd.

&) ) ©

Shut Down Restart

Figure 14. The workstation login view when the certificate card has been paired with the user.
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4.10. MIFARE Chip Management

When you have selected the MIFARE option during installation or through settings, the Atostek ID
application menu will display an option “Mifare” (Figure 1). Selecting this opens the MIFARE chip sector
management view, as shown in Figure 15.

[ ] [ ] Atostek ID - Mifare

Connect to the card Connection not established

Note: The last block of the sector must be formatted correctly according to Mifare specifications. Inputting in the
wrong format will result in the sector becoming irreversibly blocked.

Sector 0 Block 0 0000 0000000000000000000000000
Block 1 0000 0000 000000000000000000000C
Block 2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 C
Block 3 0000 0000 000000000000000000000C
Sector 1 Block 0 0000 0000000000000000000000000C
Block 1 0000 0000 000000000000000000000C
Block 2 0000 0000000000000000000000000
Block 3 0000 0000 000000000000000000000C
Sector 2 Block 0 00000000000000000000000000000
Block 1 0000 000000000000000000000000C
Block 2 0000 0000000000000000000000000

Figure 15. MIFARE chip management view.
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To read and write to the MIFARE chip, you need an NFC reader. Connect the reader to the computer,
place the card in the reader, and enter the card’s PIN1 when prompted to establish a secure connection.
After that, press the “Connect to the card” button in the Mifare view. The view will indicate whether the
connection is successful or not. The sixteen sectors of the MIFARE chip and the contents of their four
blocks are automatically displayed in the view.

It is also possible to write to the chip’s blocks in this view. Please do not write anything to the MIFARE
chip unless you are absolutely sure of what you are writing, and that writing is necessary! Writing is
not required in normal use cases or for the application to function correctly. If needed, contact your
organization’s IT support. Incorrect writing can lead to permanent locking of a sector (especially if
writing occurs to the last block of a sector). Before writing, please review NXP’s MIFARE Classic EV1
documentation. One relatively safe way to test writing is to write all bytes in sector 2, block 1 to OxFF
(i.e., input FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF). Values can be restored by writing all bytes
back to their original values (usually input 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00).

4.11. Logging

Atostek ID logs messages about the application's operation and error situations in its own log file. By
default, the log file can be found at the path "/Users/<user>/Library/Application Support/Atostek
Oy/Atostek ID/AtostekID/Error.log”. The log file can be opened by selecting “Diagnostics” from the
menu and then “Show Atostek ID log” in the window that appears. The location of the log file can be
changed through the settings.

By default, logging captures informational, warning, and error-level messages. You can enable debug-
level logging through the settings, which provides more detailed logging and generates more log entries.
Debug-level logging is particularly essential for troubleshooting error situations. You can also disable
logging completely through the settings. In this case, the previous log file will not be deleted, but no new
log messages will be recorded.

Atostek ID also logs error-level messages to the operating system's log (System Log).

4.12. Error reporting

In the application menu, you can find the option "Error report", which you can use to send an error
report to Atostek’s AIDERA service. However, a bug report itself is not a support request. If you
encounter a problem, always contact your technical support first. If necessary, you will be asked to send
an error report through this functionality. Only a limited number of error reports may be sent per day.

An error report is created by providing sufficient contact information and writing a description of the
error (Figure 16). If the reader and the card are connected, the card information is filled in automatically.
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[ ] [ ] Atostek ID - Error Report
NOTE! The Atostek ID error report is not a support request. PDF
In case of problems, always contact your technical support first!
Basic information

First name*:
Mr. Test
Last name*:
Person
Registration number*:
12345678901
e [ ] [ ] Atostek ID - Send Error Report
mail:
Error description®: Performing login test.......... @
An example of an errer description

Performing sign test.......... @
ST Sending error report.......... @
oK

Save PDF OK

Run card tests

Send error report

Figures 16 and 17. Error report and sending it.

Mandatory fields are in bold and marked with an asterisk. You can send an error report by clicking the
"Send error report" button on the bottom right. Please note that the button cannot be pressed if one of
the mandatory fields is missing.

If you wish, you can also save a PDF file from the error report to your computer using the "PDF" button
on the top right. With the check box "Run card tests" at the bottom, you can choose whether to run card
tests when sending an error report.

After sending the error report, a window opens where you can monitor sending progress (Figure 17).
The window for sending an error report shows the status of the card tests only if you have selected the
card tests to be run in the window in Figure 16. If the error report is sent successfully, the error report
window (Figure 16) closes automatically. From the error report sending window (Figure 17), you can also
save the error report as a PDF file by clicking the "Save PDF" button.

4.13. Diagnostics

You can open the diagnostics view of Atostek ID (Figure 18) from the application menu with
"Diagnostics". When the view opens, tests are run, which takes a few seconds. The test results contain
information about, among other things, the version of the Atostek ID application, connected readers
and supported browsers.
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[ ] [ ] Atostek ID - Diagnostics

Diagnostics report

Thumbprint: c628bab7f8771df29103ab12aadaedablef6d94

Valid until: 2025-09-23

ERROR: Certificate chain of HTTPS certificate is not trusted or cannot be
verified.

Certificate chain of HTTPS certificate:

Atostek ID open HTTPS ports:

default port: 44304 connection succeeded
default port: 52984 connection succeeded
default port: 64007 connection succeeded

Protocols:

Protocol erasmartcard:/f is not registered

05 Information: OSX, mac0S 15.3, armE&4, 24.3.0
CPU Architecture: armé4

Installed browsers:

Firefox: 136.0

Google Chrome: 134.0.6998.88

Safari: 18.3

nslookup erasmartcard.ehoito.fi:

nslookup erasmartcard.ehoito.fi 8.8.8.8:

Hash algeorithm for login and signature tests

SHA1 © SHA256 SHA512

Test login Test sign

Show Atostek ID log

Open Atostek ID test site

Figure 18. Diagnostics view.

In the diagnostics view, you can also test login and signature when the card is connected. You can select
the hashing algorithm to be used using the radio buttons. The results of the login and signature test are
saved in the "Diagnostics report" view.

You can view the error log of the Atostek ID application by clicking the "Show Atostek ID log” button.
The error log opens in a separate window.

From the button "Open Atostek ID test site" you can test whether the Atostek ID application works
correctly. If the button does not open a white website with the text "Test page loaded OK", something
is wrong. For example, if the certificates required by the Atostek ID are not set to trusted, the test page
does not open correctly.
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5. Frequently asked questions and error situations

Atostek ID displays separate error windows when error situations occur. These include scenarios
where:

e Atostek ID cannot start the HTTPS server for the SCS interface on port 53952 because the port is
not available.

e The operation cannot be performed because the card is not in the reader.
e The operation fails (for example, authentication or signing) due to invalid requests or card issues.

In addition, Atostek ID logs messages related to error situations and indicates with its logo if something
is wrong.

5.1. Frequently asked questions

Q: The application shows a warning “Starting SCS Server in port 53952 failed!” or “Staring SCS CA
Server in port 53953 failed!”.

A: This error typically occurs when the specified ports are not available, meaning another program is
occupying them. Ensure that you do not have another card reader software installed or running that
reserves these ports. These warnings only prevent the use of the application’s SCS interface and do not
necessarily block other functionalities in your use cases. If closing and removing the other card reader
software does not help, you can check via the command prompt which program is using the ports
Atostek ID requires (using the Isof command). If possible, contact your organization’s IT support.

Q: Reading the card's information is not successful.

A: Is the card in the reader the right side up? Please note that the card's contact surface (the metallic
square) must connect with the reader's contact surfaces for a connection to be established (readers
other than NFC). You can also try gently wiping the contact surface, as any dirt can make reading difficult.
Is the card reader properly connected to the device? Can you try another USB port? The card reader
should be visible in addition to the application's views in Windows Device Manager (under Smart card
readers). Is the card reader's own driver installed and up to date given that the card reader vendor
provides a driver? Driver packages from card reader manufacturers are typically pre-installed with the
operating system. However, they may also be missing or require an update. Driver packages can usually
be downloaded from the card reader manufacturer's website.

Q: The application says that the PIN code is locked.
A: This means the PIN code has been entered incorrectly too many times in a row. You can unlock the
PIN code using the PUK code, also known as the activation code number, through the application menu.

Q: What is the PUK code?

A: The PUK code, or activation code number, is the code that was sent to you in a separate letter when
you ordered your card. The activation code number is used to activate the card and unlock locked PIN1
and PIN2 codes.
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Q: Authentication or signing in the browser fails.

A: The specifics of this issue depend on which interface is being used. If mTLS authentication is involved
(e.g., suomi.fi), please check that the Atostek ID TokenDriver is installed correctly. If the issue is
authentication or signing via the SCS or erasmartcard.ehoito.fi interface, you can check if you can access
the interface's test page (https://localhost:53952/ or https://erasmartcard.ehoito.fi:44304/). The
browser usually indicates if access is denied due to DNS issues or untrusted certificates. For DNS issues,
please contact your organization's IT department. Certificates can be manually installed as trusted in the
browser or operating system's certificate store. You can also check the application's "About" view to see
if the default ports required by the interfaces are in use by the application.

5.2. Other problem situations

5.2.1. Atostek ID and TokenDriver

The Atostek ID TokenDriver module is used, for example, in mTLS authentication (suomi.fi), signing
documents with Adobe software, encrypting and signing emails with the Apple Mail application, and
logging into a workstation with a certificate card. The module installs automatically into the system
during the installation. However, problems may occur during the installation or with the module itself.
Please check the following sections if you encounter any issues.

When using Safari or Firefox for mTLS authentication, you must set the card's root and intermediate
certificates as trusted in the Keychain certificate store. Certificates can be added to the Keychain from
the Readers and Cards view by right-clicking them and selecting "Open" from the menu that appears.

[ N Keychain Access B ® Q bvvrest (]
Allltems Passwords Secure Notes My Certificates Keys Certificates
' login
- DVV TEST Root CA - G3 RSA
p S rtifete
& iCloud = ’fﬁ’" i Root certificate authority
Expires: Friday 25. April 2042 at 16.43.58 Eastern Eurcpean Summer Time
© This certificate is marked as trusted for all users
8 System
[;l System Roots Name Kind Date Modified Expires Keychai
B3 DVV TEST Root CA - G3 RSA certificate - 25. Apr 2042 at 16.43.568  System
1 DWWV TEST Soc...e Prof. Certs - G2ZR certificate - 20. May 2041 at 11.23.30 System

Picture 19. Card's root and intermediate certificate in keychain.
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The installation of the TokenDriver module can be checked with the command "“pluginkit -vv -m -p
com.apple.ctk-tokens". Entries in the TokenDriver module's log, such as mentions of error situations,
can be monitored with the command ‘"log stream --predicate '(subsystem ==
"com.apple.CryptoTokenKit") | | (process == "AtostekiDToken")"".

After the installation, it is advisable to log out or restart the entire computer to ensure that the new
TokenDriver is registered for use.

The command "sc_auth list" can be used to check the valid pairings between users and cards. The
command "sc_auth unpair <username>" can be used to remove a valid pairing from a selected user. A
pairing must be valid for the card to be used for workstation login.

If all the previous steps work and your use case still fails in the browser, try clearing the browser cache
or using an incognito window to ensure that cached data does not interfere with the card's usage.
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